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Com’X SSL Certificate Installation Guide

Introduction

For security purposes it is recommended to procure and install your own
Public/Private SSL Certificate to harden your Com’X device. This guide details a
multi-step process. The first part of the process involves creating a Com’X
compliant certificate file from your SSL certificate & private key. The second part
of the process instructs on how to install the certificate on a Com’X.

NOTE: This guide is applicable for Com'X firmware version 6.5 and above.

Additional resources

Document References

5406AD002
5406AD005
5406AD006
5406AD007

Com'X 200/Com'X 210/Com'X 510 Instruction Sheet

DOCAO0098EN
DOCAO0098FR
DOCAO098ES
Com'X 510 User Manual DOCAO098DE
DOCAO0098PT
DOCAO0098IT

DOCA0098ZH
DOCAO0098RU

DOCAO0036EN
DOCAO0036FR
DOCAOQ036ES
Com'X 210 User Manual DOCAO036DE
DOCAO0036PT
DOCAO0036IT

DOCA0036ZH
DOCAO0036RU
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Safety Precautions

Installation, wiring, testing and service must be performed in accordance with all
local and national electrical codes.

AWARNING

POTENTIAL COMPROMISE OF SYSTEM AVAILABILITY, INTEGRITY, AND
CONFIDENTIALITY

o Change default passwords to help prevent unauthorized access to
device settings and information.

¢ Disable unused ports/services and default accounts, where possible, to
minimize pathways for malicious attacks.

o Place networked devices behind multiple layers of cyber defenses
(such as firewalls, network segmentation, and network intrusion
detection and protection).

o Use cybersecurity best practices (for example: least privilege,
separation of duties) to help prevent unauthorized exposure, loss,
modification of data and logs, interruption of services, or unintended
operation.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

NOTICE

UNAUTHORIZED DATA ACCESS

¢ Immediately change the default password to a new, secure password.
e Do not distribute the password to unauthorized or otherwise unqualified
personnel.

Failure to follow these instructions can result in equipment damage.

Creating a Com’X complaint certificate
Validate the private key file

Prerequisite: Obtain an SSL Certificate from a trusted certificate authority. Save
the Com’X certificate file (xoooxxx.cert) and private key file (xoooxxxx.key) in a
separate folder. This process requires the use of OpenSSL. Download and
install OpenSSL by following the instructions provided on this website:
https://tecadmin.net/install-openssl-on-windows/.

1. Open Command window as administrator:
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2. Click E button and type cmd.

3. Right click Command Prompt and select Run as administrator.

Best match

Command Prompt

ADp

L5 Run as administrator
Search the v

L emd -

RUI%ES different user

=

I Open file location
-2 Pin to Start

e

Pin to taskbar

NOTE: This step ensures correct installation of OpenSSL.

5. Open the private key file using Windows Notepad or other text editor. The private
key file typically ends with ‘.key’ extension. The following steps assume the name of
the key file is xxxxxxx.key as an example.

6. Close the private key file if the text begins with “---—-BEGIN PRIVATE KEY-----".

7. Proceed to generate Diffie-Hellman parameters file.

Convert private key file

If the private key file content begins with “-----BEGIN RSA PRIVATE KEY-----", a
conversion is required. Follow steps to convert an RSA private key to a private
key.

1. Enter following command and press Enter.

openssl pkcs8 -topk8 -inform PEM -outform PEM -in
Xxxxx.key -out new_ xxxxxxxkey -nocrypt
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Open the new private key file (new_ xxxxxxx.key) in a text editor and verify the
content begins with “-----BEGIN PRIVATE KEY-----".

If the text does not begin with “--——-BEGIN PRIVATE KEY-----", go back to the step
1, and try again.

4

File Edit Format Vie Help

INFrOato/1y/uQBLpgcUmyvi709gY+BI5SwLLeul BHRIhe5hlabevDAvT IKayOcIXWF
11XK1C1i3tEEghyhYCh1lbyQb/EEAtX0R2sTcpc5TkyYyrl9wqrTlZzwkmpgz jSFt/tu
gk az 5KS6TxqEds rc2h19nnBDNTXCZzey2 AJRANIIx6QenFCBUCKvYDScv/beZsap
[ypVzZzesHWsEyqIlawyqs6ZzzwbkIOrpotnBspsdsyNvOuwubDbObmogDDZq19hvz9EE
CzvpfdLwWudkORmuqRYICYuKassnxGMs /bxcKELT9Q1qmQO0kGbINIVGTh8Zq+0CE
5iM1Q71SRAgMBAAECGQEBAJOjy1ARRXPXGqubyRTOHPLEONnUgc /aCcod7U0BW290hp
Yy XYwyxz2 THYEyITU1Ib5ei017j4n50/qrTnagcMdeM/xyybwr1ZmzQEAO+gP6YOAXB T

Close the new private key file.

NOTE: Check if an output file (new_xxxxxxx.key) is created from the above
command. If it is, warnings from OpenSSL command can be ignored.

Generate Diffie-Hellman parameters file

1.

Enter the following command and press Enter.

openssl dhparam -out dhparams.pem 4096

The dhparams.pem file will be generated after several minutes (up to 15 minutes or
longer).

Generate Com’X compliant certificate file

1.

2.

Create a new text file named [filename of your choice]. pem.

Copy and paste content from the new private key file (new_xxxxxxx.key). Text in
this file begins with “-----BEGIN PRIVATE KEY-----"

Copy and paste content from SSL certificate file (xxxxxxx.cert). Text in this file
begins with “-----BEGIN CERTIFICATE-----".

Copy and paste content from Diffie-Hellman parameters file (dhparams.pem). Text
in this file begins with “-----BEGIN DH PARAMETERS -----*.

NOTE: Content to the .pem file must be pasted in the order shown below.
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) comx - Copy.pem - Notepad

File Edit Format View Help

————— BEGIN PRIVATE KEY-----
IIEvgIBADANBgkghkiGOwOBAQEFAASCBKgwggSkAGEAAOIBAQDIWUjLYQSG/kSR

INFrOato/iy/u0BLpqcUmyi709gY+BI5SwLL euLBHRJThe5hlQbeVDAvTIKayOCIXWF
11XK1Ci 3teEEghyhyCblbYQb/EEATX0R2s fepcSTkYyrlOwqrTlzwkmpgzjSFt/tu

[jN+Agav82inavMalATPtL4aYbbgYC589GgKsS08kUQBzFzgyv12Mc2qbblbboB7 Xd
7 5mIcmpAD4 XTX1CS96+XedoDThtpdw+ZUbnb7iz1qQlyjhPtesn9LXccnHzX95fC
20eqrg9viyTOM36kLB5RY0C]
————— END PRIVATE KEY-----
————— BEGIN CERTIFICATE-----
IIGUTCCBaGgAwWIBAgIOQD/ tqKKtO,/RWmOZm+qv6jgDANBgkghkiGOwOBAQsFADBC
0swCQYDVOQQGEWIVUZEVMBMGALUEChMMRGTnauN1cnQgsw5 jMRkwFwYDVQQLEXB3
d3cuZGTnawN1cnQuY29tMRswGQYDVQQDE xJUaGF 3dGUgUTNBIENBIDIwWMTgwHhcN

s 1d05yCFdokvYOsIBOUrfBEGNTIEG2KyX5hqo3gewBFIQIuF9Ui1YYiygH3MIVdX

ExgjAVvRcdE7 dxieIjSOUgHMTEFo0aKjPu3et9t95NftowgbTlwal /XHuQLV7L5A

IC+RTE1YTtMIeyE5Zy+DZIFd/vtRTv1ldwtIVSPASGmpvIghb39SuGF5SMWRDUI7 Dfp

s TVXpLX/tfizvIDdhk2oU5xgyVucFoMduALDU/Zasu8vyMFZgZRRutracgll
fffff END CERTIFICATE-----

fffff BEGIN DH PARAMETERS-----
TICCAKCAQEAuUSYRvIkyQiBzHeB4CtwHBgzz81Q7bLWSzzH6T1Eg4iVSz4122u2d/
JyIfwul2IquwwwD3e2p9Ady57dKo5XnugLl IVEDLKtACFd4TITYcnbkNwxfumc1lIq

RU2+P5258ws X4 v+rLcTKMLVOE gd gyM7 NmUv 35 7yOVL 6vtN5wdBOCE c TkOOb3PXWc
s9BbF Jbaiaxv40gKckuBGF ZEbgty+c7DFZ1CuecD1GIaNIzg535P6FMCAQI=
————— END DH PARAMETERS-———-

Save the new compliant certificate file with a .pem extension.

Installing Security Certificate

Install certificate file to Com’X

1.

Open Com’X HMI and login as administrator.
Navigate to Settings > Security > Certificates.

Click Install a new certificate field and browse to select the compliant certificate
(.pem) file.

Monitosing _ Conirol_ Diagnostics s Dovice Setings  Measuromeris Table  Commissioing _ Custom Libary _ Maitenance.

Instaled certfcate detai

nstal  new cetfcate [ No'le chosen

Resst cerifcate to factory defalt | Roset

Click Install.

The lock icon next to the Com’X URL in browser indicates successful installation.

El https://comx510.myenergyserver.com

Refresh page if the HMI is greyed out and displays “Application unreachable” after
installing the new certificate.
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Check expiration date of SSL certificate file

The Com’X SSL certificate file (comx.cert) must be valid when using it to create a
new Com’X compliant certificate file.

1. Click the lock icon next to the URL in a browser.

El https://www.schneider-electric.com

2. Click Certificate to view details.

Connection is secure
Your information (for example, passwords or credit
card numbers) is private when it is sent to this site.

Ledrn more

B Certificate (Valid)

R

Cookies (117 in uze)

Site settings

3. Expiration date can be noted from the Valid from — to field.

R

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

= Ensures the identity of a remote computer
 Proves your identity to a remote computer

+2,16.840.1,114412, 1.1 |
#2,23.140.1.2.2 ‘

*Refer to the certification authority's statement for details.

Issued to: www.schneider-electric.com

Issued by: DigiCert SHAZ Secure Server CA

Vet 7572015 w3172 |

Issuer Statement

OK

The certificate must be renewed before the expiration date. Once you receive the
renewed certificate, repeat process outlined in this document to create and install
a new Com’X compliant certificate.
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